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What is safe cyber?

Safe cyber is safely using
computers, the Internet, and related
technologies while researching
potentially dangerous content. This
includes social engineering
awareness, sandboxing, and
ethical research.
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Staying Safe Online

Phishing
Scams
Fake people or links
Fake Sites

Malware
Executables
Macro-embedded documents




Exhibit A: Phishing

egg Today at 11:26 AM
yo, | got some nitro left over here https://disdorsnitro.com/billing/promotions/vy98rpaE)Znhh5x37agpmCOs

You have received a gift!

Discord has gifted you Nitro for 3 Months!

e Checklinks
e Check email address
e Don't run suspicious files

e Reality sucks. If it sounds
too good, it's probably

Discord Nitro subscription™ fake.

Nigerald Today at 11:26 AM
BRUH

€gE Today at 11:26 AM
Shit




Exhibit B: More Phishing

Unusual activity from
friends?

¢ h‘&n
YOU'VE BEEN INVITED TO JOIN A SERVER 5 a0
Verify legitimacy,

monkeymafia double check with
615 Online @ 2,425 Members them

join this




Exhibit C: Funky sites

e Check your urls
e Isthere a lot of redirects?
o= HEEPSIOR?

e Use adblockers and
popup blockers

®=> 0 P Loginto your PayPal account X “+

&

C'  @® Not Secure | paypal--accounts.com

' PayPal

‘ Email or mobile number

Password

|




Exhibit D: Malware?

e |If defender pops off, it's probably bad

Threat removed or restored
5/4/2022 3:23 PM

Severe

e If it asks to be run with Admin, be

reful
Gz Threat blocked
X Severe
5/4/2022 1:24 PM
Unverified vs verified Threat blocked Severe
5/4/2022 1:24 PM
User Account Control X Use Account Control X
Do you want to allow this app from an
unknown publisher to make changes to your Do you want to allow this app to make Threat blocked Severe
device? changes to your device? 5/4/2022 1:12 PM

Apache_OpenOffce_4.1.5_Win_x86_install_e al .. ’ : §
n—pUS.exe P ym Windows 10 Upgrader Threat blocked

Publisher: Unknown Verifed publisher: Microsoft Corporation 5/4/2022 1:12 PM

File origin: Hard drive on this computer File origin: Hard drive on this computer

ow more details Threat blocked
5/4/2022 1:12 PM

Severe

Yes No Yes No




@ 15 security vendors and no sandboxes flagged this file as malicious
15}
67

o/

?

4c171994ad19f5a83b0d3a9dbb28271d867fd51f8105a6e50d2c2642cb1a3df4
PElnjectCPP.exe

peexe
X Community 7
Score
DETECTION DETAILS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Acronis (Static ML) Suspicious

Bkav Pro W32 AlDetect. malware2
Elastic Malicious (high Confidence)
Fortinet W32/Injector EGTSlHr
Microsoft Trojan:Win32/Sabsik FL BIml

Sangfor Engine Zero Trojan Win32.Save a

SentinelOne (Static ML) Static Al - Malicious PE

& g8 v v e e s

Trellix (FireEye) Generic.mg.e15102c90e87392a

Avira (no cloud)

Cynet

ESET-NOD32

MaxSecure

Rising

SecureAge APEX

Symantec

Ad-Aware

15.00 KB
Size

2022-05-07 19:54:26 UTC %
a moment ago EXE

(1) HEUR/AGEN 1234654

@ Malicious (score: 100)

(O A Variant Of Win32/Injector EGTS

@ Trojan.Malware.300983.susgen

@ Trojan.Generic@Al 93 (RDMK:cmRtazq...
@ Malicious

(D ML Attribute HighConfidence

() Undetected




How to Google

e General enough to get results, specific enough to fit your situation

e Use quotes and tacks

e Searches can tell you what you are missing from your search

e Don' be afraid to Google

Google how to set up apache ubuntu 12

Q Al [3] Videos ws ) S ing (&) Images
About 30,400,000 results (0.49 seconds)

https://www.linode.com » docs » guides » apach

Apache Web Server on Ubuntu 12.04 LTS (Pre0|se Pangolin)

Install Apache — Install the Apache 2 web server, its documentation, and a collection of utilities:
sudo apt-get install apache2 apache2-doc apache2-utils.
Install Apache - Apache Mods and Scripting - Install Apache Modules

https://www.krizna.com > ubuntu » install-apache2-mys...
Install Apache2, Mysqgl and PHP on Ubuntu 12.04 (LAMP)

Jul 3, 2012 — Step 1 » Open the terminal and type the below command for installing apache 2
package from repository . ... This command will install apache2 and ...




— [/usr/share/doc/python3-impacket/examples

GetUserSPNs.py karim.net/admin:pg@ssword 192.168.128.140
Impacket v0.9.22 - Copyright 2020 SecureAuth Corporation If you find this error from Linux: Kerberos

ServicePrincipalName Name MemberOf PasswordLastSet SessionError:

MSsQLSvc/domainAD.karim.net:1443 mssqlserver 2021-03-02 04:18:35.504812 KRB AP ERR SKE'(C'LOCk skew too
karim/supportiuser supportluser 2021-03-04 01:32:34.159099 - _. - .
HTTP/domainAD.karim.net websvc 2021-03-04 12:56:27.264377 great) it because of your local time, you

need to synchronise the host with the DC:
ntpdate <IP of DC>

[-] Kerberos SessionError: KRB_AP_ERR_SKEW(Clock skew too great)

Doing Something Read

Run into error : ;
Find solution

krb_ap_err_skew(clock skew too great)

Google Error

Find teXt in G n About 585 results (0.38

G rtiC I e in Sea rC h https://book.hacktricks.xyz » a

results Kerberoast - HackTricks
If you find this error from Linux: Kerberos SessionError: KRB_AP_ERR_SKEW(Clock skew too
great) it because of your local time, you need to synchronise the ...

You've visited this times. Last v
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IT Infra Fun

Fun with In-fun-structure (so fun)




Components - Hardware

Hardware

%L- Physical components of your infra. Include:

Desktop Computers
Laptops
Tablets, smartphones, and other mobile devices D

Printers/scanners
Servers and data centers
Routers

SWitC hes Eggvan




Team =
From: IT Staff

Printer T

Hello b

We have configured the printer. Please let us know if there is anything else you would want us to
provide.

Thanks,

This document can contain data that is propnetary fo the company and cannof be Only. can view
fransmited in this document. If you received this document in emor please delede # from your systems immediately




Components - Networks

Networks

Allow you to combine devices into a single network and connect them to the

internet, as well as share resources across the network.

e Internet Connectivity

e Network Enablement g EI

e Firewalls and Security
~

e Routers o

e Switches i‘ e

e Cables - Gl




Components - Software

Software

Includes the various programs and applications that a business uses to function.
oo™ | |ncludes:

Content Management Systems (CMS)

Customer Relationship Management (CRM)
Operating Systems
Web servers \ A )

Custom software for internal work




Traditional IT Infrastructure

Main components are hardware and software:

e Various servers and desktop PCs.
e All equipment located under one roof m
e Networking hardware




When you type in a web
address into your browser....

Say you want to visit
nosecurity.blog, how do you

get there?
15 -DNS
2. Sends HTTP request to
server

3. If server approves, will
respond with "200"
4. Browser then

re-assembles the small
chunks into a complete

epic website nosecurity.blog (server) DNS Server 8.8.8.8
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Virtual Machines

What, how, and why?




What is a virtual machine?




Type 1Virtual Machine
Components

Hardware

==

| Virtual Machine

Type 1 Hypervisor

SR
Hardware

Runs directly on physical
hardware

8@ Dedicated hardware




Type 2 Virtual Machine
Components

Guest OS Guest OS

|@ Virtual Machine

Hypervisor

©)
[

I

5| Type 2 Hypervisor
Host OS




How to VM

e Type 2 Hypervisor (VMware or Virtualbox)
e Virtual machine iso
e Create VM, make sure you load iso in
o Allocate resources
m Atleast 4GB of RAM and 40GB of storage for Windows
m Atleast IGB of RAM and 10GB of storage for Linux




User Interface

Enable EFI (spedal OSes only)

Hardware Clock in UTC Time

) Windows 10 Test - Settings ?
E General System
E System Motherboard Processor Acceleration
@ Display Base Memory: 4000MB %
Storage 4MB 16384 MB
({)j ) Boot Order: B] Floppy *

Audio @ Optical [+
EE’] ep— tgi Hard Disk

@?ﬂ Network
@ Serial Ports Chipset: 'PIIX3 v
(9 UsB Pointing Device: USB Tablet Y
xtended Fe es: /O AP

‘j Shad Fotdiis Extended Features Enable I/O APIC




Lab Environments

Outdated Software . Hardware Efficiency

N\ ' 4

Run Different OSs am am Application Testing



Before we move on...

If you would like to have more practice!

Windows 10 ISO Ubuntu 20.04 ISO

https://da.gd/gOMwDe https://da.gd/YONFX
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Containers

Contain your services




What are containers

e System Containers Application System system |
? container container container container
O Operotlng SyStem’ Iong App 1 App 2 ] App 1| |App 2 App 3| |App 4
i i Contai
lOStIr.]g’ multlple Bins/Libs Bins/Libs ] uga)gair‘ﬂ:eer Guest OS Guest OS LXD
applications 199, Doced)
° App|icqtion Containers Container runtime (eg, runc) HostOS LXC HostOS
o  Bare minimum for running
5 d Host kernel Host kernel
a single service
— = =1 e a1
...... — Q sosine ] Q
[ 1535 =
Infrastructure Infrastructure

Application containers (eg, Docker) System containers (eg, LXD)




Why Containers?

= Dockerfiles => Easy to create images

ﬂ Docker-compose => Easy to run image as containers

Run

Docker Docker
Image Container

Dockerfile
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Blooket

Blooket

Blooket ..
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Lab Time.




Lab Instructions

Make sure vpn first (https:/[da.gd/ccdcvpn) = https://elsa.sdc.cpp

e Loginto Vsphere and find your resource pool
e Create a new user account on both VMs
e Windows 10
o Setup afirewall
o Set up a secure password policy
o Promote the user you created to Administrator level privilege
o Change your ip address and dns server
e Ubuntu 20.04
o Setup afirewall
o  Setup an Nginx web server
o Set a static IP address
o Create a text file with the following text: "Hello World!", and use one of the following text
editors: nano, vim or gedit.
o  Set up SSH and remotely login with SSH through the Windows 10 machine.




Takeaways

e Hopefully you learned about:
o Windows 10
m lusrmgr.msc
m secpolmsc
m gpeditmsc
o Ubuntu 20.04
m  Commands
e cat,ls, cd, apt, chmod, mkdir, mv, cp, netstat, ip a, systemctl, nano, vim,
gedit, ssh, ufw




Any gquestions?

Please ask something | am lonely and in dire need of any form of
social interaction




