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What is safe cyber?

Safe cyber is safely using 
computers, the Internet, and related 
technologies while researching 
potentially dangerous content. This 
includes social engineering 
awareness, sandboxing, and 
ethical research.
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General safety and 
more

IT Fundamentals
Need-to-know 
info/theory

Virtual Machines
Dirtbox? No. 
Sandboxes

Containers
Contain ur 
excitementhahah!
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Basic Practices
General safety and research



Phishing
Scams
Fake people or links
Fake Sites

Malware
Executables
Macro-embedded documents

Staying Safe Online



Exhibit A: Phishing

● Check links

● Check email address

● Don't run suspicious files

● Reality sucks. If it sounds 
too good, it's probably 
fake.



Exhibit B: More Phishing

● Unusual activity from 
friends?

● Verify legitimacy, 
double check with 
them



● Check your urls

● Is there a lot of redirects?

● HTTPS on?

● Use adblockers and
popup blockers

Exhibit C: Funky sites



● If defender pops off, it's probably bad

● If it asks to be run with Admin, be 
careful

Unverified vs verified

Exhibit D: Malware?





● General enough to get results, specific enough to fit your situation

● Use quotes and tacks

● Searches can tell you what you are missing from your search

● Don't be afraid to Google

How to Google



Doing Something
Run into error

Google Error

Find text in an 
article in search 
results

Read 

Find solution
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IT Infra Fun
Fun with In-fun-structure (so fun)



Hardware
Physical components of your infra. Include:

● Desktop Computers 
● Laptops 
● Tablets, smartphones, and other mobile devices
● Printers/scanners
● Servers and data centers
● Routers
● Switches

Components - Hardware





Networks
Allow you to combine devices into a single network and connect them to the 
internet, as well as share resources across the network. 

● Internet Connectivity 
● Network Enablement
● Firewalls and Security 
● Routers
● Switches
● Cables

Components - Networks



Software
Includes the various programs and applications that a business uses to function. 
Includes: 

● Content Management Systems (CMS)
● Customer Relationship Management (CRM) 
● Operating Systems
● Web servers 
● Custom software for internal work 

Components - Software



Main components are hardware and software: 

● Various servers and desktop PCs.
● All equipment located under one roof
● Networking hardware

Traditional IT Infrastructure

Eggvan

Dylan



Say you want to visit 
nosecurity.blog, how do you 
get there? 
1. DNS
2. Sends HTTP request to 

server
3. If server approves, will 

respond with "200"
4. Browser then 

re-assembles the small 
chunks into a complete 
epic website

When you type in a web 
address into your browser….
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Virtual Machines
What, how, and why?



What is a virtual machine?



Type 1 Virtual Machine 
Components

Type 1 Hypervisor

Hardware

Virtual Machine

Runs directly on physical 
hardware

Dedicated hardware



Type 2 Virtual Machine 
Components

Type 2 Hypervisor

Hardware

Virtual Machine

Runs on top of the Host OS



● Type 2 Hypervisor  (VMware or Virtualbox)

● Virtual machine iso

● Create VM, make sure you load iso in

○ Allocate resources

■ At least 4GB of RAM and 40GB of storage for Windows

■ At least 1GB of RAM and 10GB of storage for Linux

How to VM





Why VMs?

Computer inside a computer

Application Testing

Lab Environments

Outdated Software

Run Different OSs

Hardware Efficiency



https://da.gd/Y0NFXhttps://da.gd/g0MwDe

Ubuntu 20.04 ISOWindows 10 ISO

If you would like to have more practice!

Before we move on…
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Containers
Contain your services



● System Containers
○ Operating System, long 

lasting, multiple 
applications

● Application Containers
○ Bare minimum for running 

a single service

What are containers



Dockerfiles => Easy to create images

Docker-compose => Easy to run image as containers

Why Containers?



Blooket
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Blooket
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Lab Time.
Learn by doing. 



Make sure vpn first (https://da.gd/ccdcvpn) ⇒ https://elsa.sdc.cpp

● Log into Vsphere and find your resource pool
● Create a new user account on both VMs
● Windows 10

○ Set up a firewall
○ Set up a secure password policy
○ Promote the user you created to Administrator level privilege
○ Change your ip address and dns server

● Ubuntu 20.04
○ Set up a firewall 
○ Set up an Nginx web server
○ Set a static IP address
○ Create a text file with the following text: "Hello World!", and use one of the following text 

editors: nano, vim or gedit.
○ Set up SSH and remotely login with SSH through the Windows 10 machine.

Lab Instructions



Takeaways
● Hopefully you learned about:

○ Windows 10
■ lusrmgr.msc
■ secpol.msc
■ gpedit.msc

○ Ubuntu 20.04
■ Commands

● cat, ls, cd, apt, chmod, mkdir, mv, cp, netstat, ip a, systemctl, nano, vim, 
gedit, ssh, ufw



Please ask something I am lonely and in dire need of any form of 
social interaction

Any questions?


