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Safe Cyber
Staying safe while learning cyber



What is safe cyber?

Safe cyber is safely using 
computers, the Internet, and related 
technologies while researching 
potentially dangerous content. This 
includes social engineering 
awareness, and sandboxing.



Phishing
Scams
Fake people or links
Fake Sites

Malware
Executables
Macro-embedded documents

Staying Safe Online



Exhibit A: Phishing

● Check links

● Check email address

● Don't run suspicious files

● Reality sucks. If it sounds 
too good, it's probably 
fake.



Exhibit B: More Phishing

● Unusual activity from 
friends?

● Verify legitimacy, 
double check with 
them



● If defender pops off, it's probably bad

● If it asks to be run with Admin, be 
careful

Unverified vs verified

Exhibit C: Malware?





● Check your urls

● Is there a lot of redirects?

● HTTPS on?

● Use adblockers and
popup blockers

Exhibit D: Funky sites



● General enough to get results, specific enough to fit your situation
● Use quotes and tacks
● Searches can tell you what you are missing from your search
● Don't be afraid to Google

How to Google



Doing Something
Run into error

Google Error

Find text in an 
article insearch 
results

Read 

Find solution



What is a virtual machine?



Why VMs?

Computer inside a computer

Application Testing

Lab Environments

Outdated Software

Run Different OSs

Hardware Efficiency
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Intro to Network 

Infrastructure
The Client-Server model



Ports & Network Connections

Ports are how computers communicate on a network level

Listening - Waiting for an incoming connection

Established - An actual connection exists

Listening: TCP/443

10.0.0.45 35.174.127.31

OUTBOUND: TCP/61682

61682 443



Client Server

The computer making the 
request

The computer or group of 
computers that handle 
requests

Client vs Server



Legend
Outgoing

Established

Client-Server model



A malicious connection that allows attackers to have remote access to 
your computer

Shells

Reverse Shell

Bind Shell
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Pen Testing Fundamentals
No, not testing pens



Is hacking a real career choice?

Offensive Security

Penetration 
Testing

Red Teaming
Vulnerability 
Research

Bug Bounty

Tool 
Development



How are we different from the bad 
guys?

Consent

Ethics Communication

Laws

Bottom Line: We’re out to help protect people and organizations



Non-consensual Testing
Deliberate discovery without explicit 
permission.

Responsible Disclosure
Have permission or discover something 
accidentally?

Bug Bounty Program
Open-ended permission.

X

✓

✓

Ethical Practice



What is the best way to get 
started?

● Self study

● Join clubs

● Attend trainings

● Attend competitions

● Get certifications

● Look for internships

● Merely attend classes

● Expect to be taught everything

● Expect instant gratification

● Expect ez money

● Give up

● Stop learning

Do Don’t



What certifications are best?

Offensive 
Security

Cyber Mentor eLearnSecurity
Pentester 
Academy

Zero Point 
Security



Which learning materials are best?

Beginner friendly platform with labs 
about all kinds of security topics. Those 
new to security should start here

Vulnerable machines of intermediate 
difficulty and above. Steep learning 
curve, but very rewarding.

Vulnerable machines of varying difficulty 
and quality levels. All boxes are 
community-made



The General Cyber Killchain



Reconnaissance

Identifying your target

Exploitation

Getting initial access

Post-Exploitation
Escalating your privilege

Lateral Movement
Moving around the 
environment

The Simplified Kill Chain

1 2

3 4



Reconnaissance3.1

Know your enemy
● nmap <ip of target>

-p <port>
-sV (checks versions)
-sC (runs scripts)
--min-rate <value> (speed!)



Weaponize our information



Passive Recon: What do we look for?

IP addresses

Domain names

Employee social 
media

Email addresses

Usernames

Phone numbers
Documents

Compromised 
credentials

Software in use

3rd party services

API’s

Websites

Culture

Language

Timezone

Hours of businessSubdomains





Metasploit
Powerful exploitation framework

Many exploits for initial exploitation + post exploitation

Payload generation with msfvenom

Exploit-DB
Database with many public exploits for all stages

Verified/Unverified exploits

More manual work involved

Exploitation3.2







Post Exploitation3.3
Reconnaissance

Need more information to find what’s available

Ports, services & software, misconfigurations

Tools: Bloodhound, winpeas, linpeas

Privilege Escalation
Weaponizing recon

Root or SYSTEM

Looting
Credentials, sensitives files, database information



Privilege Escalation

Linux Windows

Sudo

Cronjobs

Shell features

Env variables

SUID/SGID

Weak perms

Kernel exploits
Kernel exploits

Service 
permissions

Autoruns

Registry 
permissions

DLL Hijacking

AlwaysInstall
ElevatedToken 

impersonation



Lateral Movement3.4
Tunneling

Dig deeper into the network

Socks Proxies & Proxychains

Chisel, Metasploit, or C2 of choice

Spraying
Weaponize the loot

NTLM hashes, SSH keys, Kerberos tickets, etc.
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Lab Time.
Learn by doing



Lab Instructions

Bandit Over The Wire
https://overthewire.org/wargames/bandit/

Goal: Finish up to level 20.

Feel free to finish all of the levels during lab if you can. Any 
unfinished levels will be continued as homework. 



GO AND ASK 
ANYBODY!!!

Got questions?


