Homework

Assume Breach Credentials: tojo.clan/ichiban.kasuga:dr4gOnquest!
Target: 192.168.1.0/24
Neo4j creds: neo4j:bruh

Perform 4 Attacks (Some examples listed) Credential DUMBING
{ ]

e Kerberoast e ACL Abuse

o lPeEsin R e SMB Command Execution
Bonus points if you exploit extra vulnerabilities
Explain the theory behind attack

Include prerequisites

Include why an attacker might consider this attack ( What do they gain? )
Screenshot the results
Explain what each command does

*There are extra vulnerabilities not listed. Feel free to DM @nigerald if you potentially found something

*Some ADCS vulns may require a machine reboot to work. | love computers



