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Linux Basics




Whatis
Linux

e Not an operating system
o Distributions or flavors of Linux
e Free & open-source kernel

e Built on Unix (unix-like)




Applications

Shell

Kernel

Hard
ware
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boot

etc

File Tree - Contents of /

proc dev
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Change Directory (cd)

Paths and Directories

1 | Absolute Path 1 | Relative Path
Starts with / gt
i | currentDirectory 1 | Previous Directory
Use. Use ..
Examples

cd /home/user/Desktop/ cd ..
cd [var/www/html/ [script.sh
[etc[ssh[sshd_config var/www/html/




Ho

Ho

Ho

root vs [root vs [

root user (uid 0) = admin
root (/) directory = start of file system

root's home = [root
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Shell and Syntax

command
e EXAMPLE: Is

arguments

« EXAMPLE: cd [home/userl

« EXAMPLE: Is
« EXAMPLE: Is

userl/Downloads
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Viewing Files

Is (list) — Is [flags]

Flags:

-I (more detailed view)

-a (show all files and directories)

jamie@debian:

total 19208
-rWXr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rW-r--r--
-rW-r--r--
drwxr-xr-x
-rW-r--r--
-rW-r=--r--

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

NNNNRFRFFRERNRFERWNWRS

~$ 1s

root

jamie
jamie
jamie
jamie
jamie
jamie
jamie
root

root

jamie
jamie
jamie
jamie

-1

root

jamie
jamie
jamie
jamie
jamie
jamie
jamie
root

root

jamie
jamie
jamie
jamie

4703728
4096
4096
4096

179765
458980
4096
1520
13902480
375728
4096
4096
4096
4096

Dec
Nov
Jun
Dec
Dec
Dec
Apr
Dec
Dec
Dec
Apr
Apr
Apr
Apr

07:01
03:30
2018
06:49
07:01
06:59
2018
07:01
07:01
07:01
2018
2018
2018
2018

Battle.net-Setup.exe
Desktop

Documents

Downloads

Linux_for_beginners.pdf

Music
Neofetch
PDFsam_merge.pdf
Pictures

Public

Templates

Videos

Creating Files

touch — touch [flags]

[favorite text editor] [filename]

..many more for later...
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Commands You Would Find with a Right-Click

cp (copy) - cp [source]
[destination]

mv (move) - mv [source]
[destination]

cat (concatenate) - cat

rm (remove) - rm [flags]

Flags:
-f or --force, do not prompt, only remove
-r or --recursive, remove content and subdirectories

mkdir (make directory) - mkdir [flags]

Flags:
-p or --parent

15



02

Linux Administration
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SPATH

i| $PATH

The directory search order for commands you call

echo $PATH
[usr/local/sbin: [usr/sbin:[usr/bin:/sbin:/bin:/usr/games:/usr/I
ocal/games:/snap/bin

17



Aliases

ccdc@ubuntu22:-$ alias

alias alert="notify-send --urgency=low -1 "S([ $? = 0 ] && e
cho terminal || echo error)" "S$(history|tail -nl|sed -e "\''
s/M\s*[0-9]\+\s*//;s/[;&]| ]\s*alerts//"'\'"')""

alias ccdc='echo ceeceeDc'

alias egrep='egrep --color=auto'’

alias fgrep='fgrep --color=auto’

alias grep='grep --color=auto'

alias 1l='ls -CF'

alias la='ls -A'

alias l1l='1ls -alF'

alias ls='ls --color=auto’

ccdc@ubuntu22: $§ alias ccdc='echo ceeceeDc'

ccdc@ubuntu22:-S ccdc

ceeceeDc

ccdc@ubuntu22:-$ I




Strings n’ Stuff
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NANO

Ho

Ho

Ho

Ho

nano <filename>

installed by default mostly

very basic

CTRL+X to exit "Y" to save as
same name

File: txt fi

Learn how to use nano to boost your terminal confidence!
Edit config files like a pro!

Make easy to-do lists and notes in a text-only format!
Do it via SSH from a smartphone or other computer!

t /etc/fstab: static file system information.

#

#

# Use 'blkid -o value -8 UUID' to print the universally unique identifier
# for a device; this may be used with UUID= as a more robust way to name
# devices that works even if disks are added and removed. See fstab(5).

#
¥

f <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0 0
# / was on /dev/sdbl during installation

[ Read 17 lines ]

Get Help WriteOut Read File g#{ Prev Page i Cut Text Cur Pos
~ A AT

Exit WY Justify k] Where Is @ Next Page @8 UnCut Text To Spell



VIM

can run commands in the editor

Ho

vim <filename>

Ho

sometimes not installed by default

vimtutor to get started

Ho
Ho

extremely customizable

Ho

void bubble(int arr[], int size) {

int temp=0;
for (int i = 0; i < size; i++) {
for (int j =0; j<size-1i-1; jH) {
if (arr[j] > arr[j + 1D {
o . temp = arr[jl;
I | ‘wqto close and save file arr[4] = arr[j + 11;
arr[j + 1] = temp;
}
}
}
}
o int main() {
n 5 mOdeS int arr[100], size;
printf( s
scanf( , &size);

blue darkblue default delek desert elflord evening industry koehler morning murphy pablo >
:colorscheme desert




SED (streeeceeeceeems)

ﬁ sed <script> <filename> ﬁ Good for scripting out file changes
1 | sed-i's/pattern/replace/g file.txt 1 | Canuse Regex for pattern
matches
[ ] bootcamps # cat file
the quick brown fox jumps over the lazy dog
[ ] bootcamps # sed -i 's/fox/dog/' file; cat file
the quick brown dog jumps over the lazy dog
[ ] bootcamps # | -1 's/dog/wolf/' file; cat file
the quick brown wolf jumps over the lazy dog
[ ] bootcamps # sed -i 's/the/a/g' file; cat file

a quick brown wolf jumps over a lazy dog
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STDIN (Standard
Input Stream) -

Moving Strings Around

Goodluck at tryouts!

takes strings as input UEwry 8 |

0 <" = Redirects

STDIN

user@ :~$ cat < examplel.txt

e Pipes - output of one
command used for
another.

e STDOUT (Standard Input Stream) - output
strings from command
o ™" =Redirects STDOUT

user@
user(
Hello from Texas
user(@

:~$ echo "Hello from Texas" > examplel.txt
:~$ cat examplel.txt

:'$|

o "|"->notanlL

Buttered Chicken
Cheeseburger
Computers

Food

Food

Iphone
LPenguins

user@ :~$ cat favoriteThings.txt | sort

23




File Permissions
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File type

LinuXx File Permissions

Permission classes

F—Jﬁ

User Group Other

dr xr XT'WX

25



Convert to octal

r'WXI=Xr=X

Convert to octal

r-X-W---X

Convert to rwx

644

Convert to rwx
777

26



Changing File Permissions

/ Chqu FO Chonge CHMOD is used to change permissions of a file.
perm|33|ons

PERMISSION
COMMAND
777 filename
MM chown to change file 775 filename
755 filename
owner 664 filename

Ex 644 filename

chown userl:groupl <file> Group | World
chown root:root notes.txt

Readable
Writable
Executable
None

27



-bash-5.0%
-bash-5.0%
-bash-5.0%
total @

- PWXPWXIPWX
- PWXPWX WX
-bash-5.0%
-bash-5.0%
-bash-5.0%
total @

-PWXr--r--
- PWXPWX WX

chmod 777 filel
chmod a+rwx file2
1s -1

1 nigerald nigerald © Jul 19 01:45 filel
1 nigerald nigerald © Jul 19 01:45 file2
chmod 744 filel

chmod go+r file2

1s -1

1 nigerald nigerald © Jul 19 01:45 filel
1 nigerald nigerald © Jul 19 01:45 file2
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Immutability

Make file immutable
chattr +i <file>

Check for immutable bit

Isattr <file>

Remove immutable bit
chattr -i <file>

thisisanii
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User IDs and Group IDs

root=0
ez

i
)=
Gy
B

services <1000 l’

users > 999
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| am groot

sudo Su <user>
<command>

+4sudo <ccommand> /4 Su root

sudo -i Sy

sudo su
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Adding Users

@ adduser useradd

wrapper for useradd much less efficient

less clunky doesn't create home
directories

prompts for password manually set password

32



Managing Users

& Group Management

not group policy

groups users together

“usermod. 4

+tid 4

'MANAGE YOUR USERS EFFECTIVED




Password Management

passwd
- passwd (changes for current user)
- passwd user2 (changes for user2)

chpasswd
- Can be used for automation
- echo "user2:password” | chpasswd
- Alternatively use the format above and finish with Ctrl + D

rootaubuntu22: /home/ccdc# chpasswd
user2:secure_password

rootaubuntu22: /home/ccdc# passwd user2

New password:

Retype new password:

passwd: password updated successfully

rootaubuntu22: /home/ccdc# 9cho "user2:cool" | chpasswd
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Processes

Program running on the computer
ps - List Processes
kill -9 <Process ID (PID)> - Kill process by ID

pgrep - Find PID from process name

35



Services

Process running in the background managed by the system

systemctl service rc.d [ init.d

On most modern distros  Usually works if systemctl Systems without systemd

doesn't
Pain. Location may vary
Simple Simple
[etc/init.d/sshd start
systemctl start sshd service sshd status

(
) )
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Different Distros

Debian-based

apt update
apt upgrade
apt install

apt purge/remove

RHEL-based

yum update
yum upgrade
yum install

yum remove/erase

Other

suffering
apk

pacman

solaris

37



Get Some Help

Man pages

Find and grep command
--help parameter

less or more

head or tail

tmux
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Tmux Cheatsheet

Prefix:ctrl+ b

Windows
. New Window: prefix + c
. Switch between Windows: prefix + [number] OR (p)revious OR (n)ext
. Delete Window: prefix + &

Panes

Uhurtubun2:
nnnnnnnnnnnnnnnnnnnnnnnnnn

. . . " ubuntu@ubun2:~$ cﬁrl-E Cc - new window”C|ubuntu@ubun2:~$ %"~C
. Split Horizontally: prefix + RS QT ST
. Split Vertically: prefix + %
. Switch between panes: prefix + [arrow key]

ubuntu@ubun2:~$

Other

. New Session: tmux

. Detach: prefix +d C
. R eO tto C h : tm u X + O ] 1.5 GiB E: 192.168.0.6 (1000 Mbit/s) [No battery 0,02 2014-06-24 13:23:35 =

e Fullscreen: prefix + z <



Linux Tips & Tricks

grep — Parse text using regular expressions

cd - (“tack”) — Go to directory previously in

cd ~ (tilde) — Go to user's home directory

Tab completion — Hit tab to autocomplete command

Ctrl+L - clear terminal

Ctrl+Shift+C and Ctrl+Shift+V — copy and paste into terminal (ICAUTION!)
Ctrl+C - Kill running command

Ctrl+R — Search commmand history

Ctrl+U/Y — Cut everything before the cursor/Paste it back

Home key/Ctrl+A, End Key/Ctrl+E — Go to beginning of line or end of line
less — Different way to display contents of a file or coommand

&& and || = Run commands in sequence

Il = Run previous command again

yes — repeat input to answer prompts

Alt+. — reuse recent arguments

40






The Holy Square of User Management

[etc[passwd [etc/group

[etc[shadow [etc/sudoers

42



[etc/passwd

root:x:0:0:root:/root:/usr/bin/zsh
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail: /usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin
_apt:x:42:65534: : /nonexistent: /usr/sbin/nologin

43



[etc/group

oracle:x:1000:dba,oinstall,grid

B
188 &

l: username 2: password 3:GID  4: Members of Group

44



[etc/shadow

vivek:$1$fnfffcSpGteyHdicpGOfffXX40w#5:13064:0:99999:7:::

e

R

2
l: username 2: password hash 3: last changed time (epoch)
different algorithms 4: minimum days between password changes

5: maximum days password is valid

45



[etc/sudoers

B

#

B

#

#

B

# This file MUST be edited with the 'visudo' command as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly modifying this file.

#

# See the man page for details on how to write a sudoers file.

u

Defaults env_reset

Defaults mail_badpass

Defaults secure_path="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/snap/bin"
# Host alias specification

User alias specification
Cmnd alias specification

User privilege specification

root ALL=(ALL:ALL) ALL

Members of the admin group may gain root privileges

%admin ALL=(ALL) ALL

Allow members of group sudo to execute any command

%sudo  ALL=(ALL:ALL) ALL

See sudoers{5) for more information on "#include" directives:

#includedir /etc/sudoers.d

46



What is PAM?

pluggable authentication module

manages authentication

common-auth (Debian)
system-auth and password-auth (RHEL)

/1N
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common-auth

cess=1 default=

nullo

k

That's a nice argument

., ﬁl‘.

Distorted for 8

ave
s
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B windows Powershell

ccdc@ubuntu2é:~$

x

® rootgiak -

v

root@ubuntu24: /home/ccdc# vim /etc/pam.d/common-auth

"kali" 21:42 26-Jul-24

49


https://docs.google.com/file/d/1YeugcYTf7128ixeg2o052uNkvuI0WsKb/preview
https://docs.google.com/file/d/1YeugcYTf7128ixeg2o052uNkvuI0WsKb/preview

Random Linux
Networking
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NetworkManager

(And other similar services)

NetworkManager, systemd-networkd
Manages network connections

Make sure it's running




Network Connections

Get your own IP via ip/ipconfig/ifconfig

View via netstat (may need net-tools) or ss

rootaubuntu20@: /home/ccdc# ss -tulpn

Netid State Recv-Q Send-Q
udp UNCONN 0 0

udp UNCONN o [}

tcp LISTEN 0 4096
tcp LISTEN Q 128
tcp LISTEN 0 b

tcp LISTEN 0 128
tcp LISTEN o 511

rootadubuntu20@: /home/ccdc# netstat -tulpn
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address

tcp 0 0 127.0.0.53:53

tcp 7} 0 0.0.0.0:22

tcp (4] 0 0.0.0.0:8080

tcpé [/} [} 122

tcpéb %) [} : 80

udp [/} 0 127.0.0.53:53

udp %} 0 192.168.30.132:68

rootdubuntu20:/home/ccdc#

Local Address:Port
127.0.0.53%l0:53

Address

192.168.30.132%ens33:68
127.0.0.53%lo:

53
22
8080

122
180

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

Peer Address:Port

0.0.0.0:%
0.0.0.0:%
0.0.0.0:%
0.0.0.0:%
0.0.0.0:%
| B 5
*ik

PID/Program name
766/systemd-resolve
1699/sshd: /usr/sbi
2214/python3
1699/sshd: /usr/sbi
838/apache2
766/systemd-resolve
764/ systemd-network

Process
users:
users:
users:
users:
users:
users:
users:

(("systemd-resolve",pid=766,fd=12))

(("systemd-network",pid=764,fd=19))

(("systemd-resolve",pid=766,fd=13))

(("sshd",pid=1699,fd=3))

(("python3",pid=2214,fd=3))

(("sshd",pid=1699,fd=4))
(("apache2",pid=842,fd=4), ("apache2",pid=841, fd=4),("apache2",pid=838,fd=4))
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NMAP

Quickly identify open ports

root% kali ~
# [@7/25/24 7:37:13] nmap 172.16.127.31

Starting Nmap 7.94 ( https://nmap.org ) at 2024-07-25 19:37 PDT
Nmap scan report for 172.16.127.31
Host is up (0.00029s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
80/tcp open http
MAC Address: 00:50:56:97:F2:30 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.14 seconds
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04

Firewalls (but linux)
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Firewalls

More ports = larger attack surface

Firewalls should operate with the Implicit Deny principle

/

Block by default, allow by exception
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IP Tables - Overview

Default Policy

Default Policy

Default Policy

' |
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IP Tables - Filter Table

3 Chains: Default Policy:

e INPUT iptables --policy INPUT DROP

e OUTPUT iptables --policy OUTPUT DROP

e FORWARD iptables --policy FORWARD DROP
Flush Rules: List Rules:

iptables -F iptables -L

57



IP Tables - Filtering Revshell Example

Allow incoming on 80

iptables -A INPUT -p tcp --dport 80 -j ACCEPT

Drop incoming packets if they do not match a rule

iptables -P INPUT DROP

Allow outgoing responsive connections

iptables -A OUTPUT -p tcp -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
Drop outgoing packets if they do not match a rule

iptables -P OUTPUT DROP
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https://docs.google.com/file/d/1P2wvJb10Y9sSCDED6nqfBcJSiWCiuq2a/preview
https://docs.google.com/file/d/1P2wvJb10Y9sSCDED6nqfBcJSiWCiuq2a/preview
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Secret Lab Slide
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SadServer Lab Time

Go to https://sadservers.com/ and register an account. Click on scenarios.
Do the following scenarios:

Easy #3: Find the secret combination

Easy #12: Breaking a CSV file

Medium #23: Fun with Mr Jason

Document steps taken to find the answer and take a screenshot of completion.
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https://sadservers.com/

Homework (due 8/10 @5 AM)

To start: Create a pod with the "CCDC Linux 2024" template.

Homework includes the 3 levels of SadServer as well

https://jessh.zip/ccdcweek4hw
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