Homework 2

Linux Troubleshooting Lab

Pre-lab Directions:

1.

Download Oracle Virtualbox if you don't already have it installed:
https://www.virtualbox.org/wiki/Downloads

Download the vdi file from this google drive link:
https://drive.google.com/drive/folders/lyLuiDKOYanPmYOne4CpfMMTIUbXVtBP
reusp=sharing

Read this documentation before you do anything:
https://github.com/seed-labs/seed-labs/blob/master/manuals/vm/seedvm
—manual.md

If you already have a seed labs vm, you may have an issue with uploading the

vdi file. Use this link to change the UUID:
https://tecadmin.net/change-the-uuid-of-virtual-disk/#9ooqgle _vignette



https://www.virtualbox.org/wiki/Downloads
https://drive.google.com/drive/folders/1yLuiDK0YanPmYOne4CpfMMTIUbXVtBPr?usp=sharing
https://drive.google.com/drive/folders/1yLuiDK0YanPmYOne4CpfMMTIUbXVtBPr?usp=sharing
https://github.com/seed-labs/seed-labs/blob/master/manuals/vm/seedvm-manual.md
https://github.com/seed-labs/seed-labs/blob/master/manuals/vm/seedvm-manual.md
https://tecadmin.net/change-the-uuid-of-virtual-disk/#google_vignette

5. Your config should be similar to this:

B General M preview
Name: CCDCLinuxHW
Operating System: Linux 2.6 / 3x /4.x/ 5x (64-

bit)

] stem .
—_— CCDCLinu
Base Memory: 6497 MB
Processors: 4

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, PAE/NX, KVM
Paravirtualization

B Display

Video Memory: 64 MB
Graphics Controller: VMSVGA
3D Acceleration: Enabled
Remote Desktop Server: Disabled
Recording: Disabled
¢/ Storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA
SATA Port 0: SEED-Ubuntu20.04.vdi (Nermal, 80.00 GB)

L H Audio

Host Driver: Default
Controller:  ICH AC97

@' Network
Adapter 1: Intel PRO/1000 MT Desktop (NAT)
[ USB

USE Controller: OHCI, EHCI
Device Filters: 0 (0 active)

7] Shared folders

None

=’/ Description

a. None
Make sure you take snapshots of your vm so that you can go back if you get stuck!

The credentials are seed:dees [user]:bruh. For each of these tasks, make sure you
screenshot evidence that you did the task and show the command(s)/script(s)
used.

1. There is a file that should not be on this machine. It is called secrets.txt. Find it
and screenshot the path of where you found it.

2. When you read secrets.txt, you will see that there are some users that should
not be on this machine. Remove these users. Show that the users have been
removed.



. Thereis afile called "ips.log" that has the ip addresses of machines that have
accessed the Athena Al Chatbot. Find the ip address that has the most
requests in this file.

. There are text files popping up on [root/Desktop. These should not be there.
Stop them from generating.

. Why does any password work to log in to "bowser"? Fix this.

. Add boo and babypeach to the sudo group.



Common Services

Go to kamino.sdc.cpp and clone CCDC_Fall_Services.

Show documentation and provide screenshots where necessary.
e Debian
o Creds: user:bruh, root:bruh
e Windows
o Creds: Administrator:CCDC2025!

Remote Access

1. On Electric (the Debian), install openssh-server and xfreerdp

On Eel (the Windows server), install Remote Desktop Protocol server
SSH into Debian from Windows

RDP into Windows from Debian
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Check the status of SSH and RDP and show that they are running

File Shares

On Electric, install vsftpd
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On Eel, install ftp

Configure Guest authentication for both FTP servers
Create a file in the FTP root of both servers

Access both FTP servers from the other machine
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Check the status of the FTP on both machines and show that they are running

Web Servers

1. On Electric, install apache2

2. On Eel, install XAMPP

3. What is a webroot?
a. Try adding files to it and browse to them
- Linux: [var/www/htmI

- Windows: c:\xampp \htdocs


https://kamino.sdc.cpp

4. Check the status of the service on both machines and show that they are
running

Deliverables

1. Documentation of how you fixed each issue in the provided VM.
a. Include:
i. Steps on how to remediate the issue
i. Screenshots of what you did
b. Make sure to do your due diligence and test your fixes. There may be
multiple things broken that allow a problem to exist after fixing one
thing.
2. Documentation of how you completed each of the tasks above for remote

access, file shares, and web servers.

Please delete your pod when you are done. Thank you!
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