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Securing Linux & Common 
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Sara Downing | @ihasbunnyboo

2nd year Computer Science major

CCDC Alternate Member 2024-2025

whoami
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whoami
● Medha Swarnachandrabalaji  

@medl100
● 3rd year CS Major and Cyber 

Minor
● CCDC 

○ Alternate Member 2024-2025
○ Member 2025-2026

● SWIFT Alumni Relations 
Coordinator

● yapper



Weekly Schedule

Date CCDC (1PM-4PM)
Aug 30 Intro, Business, and Networking

Sep 6 Common Services and Securing 
Linux

Sep 13 Securing Windows and 
Review/Tryouts AMA

Sep 20-21 CCDC Tryouts (1-5 PM)
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Linux Services

Agenda

Navigating linux, intro 
to linux security and 
networking, and more

Identify and explain 
common services 
found in CCDC

1 2



Securing Linux 
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Linux Basics01 02 Linux Administration

03 Linux Security and 
Networking 04 Firewall
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01
Linux Basics
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● Not an operating system

○ Distributions or flavors of Linux

● Free & open-source kernel

● Built on Unix (unix-like)

What is 
Linux



10

Applications

Shell

Kernel

Hard
ware
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Terminals
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Terminal Emulator

"Desktop" Version

"Server" Version
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File Tree - Contents of /
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Paths and Directories

Absolute Path Relative Path

Starts with / Starts with pwd (print 
working directory)

cd /home/user/Desktop/ cd ..

cd /var/www/html/ ./script.sh

/etc/ssh/sshd_config var/www/html/

Examples

Change Directory (cd)

Current Directory

Use .
Previous Directory

Use ..
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root vs /root vs /

root user (uid 0) = admin

root (/) directory = start of file system

root's home = /root
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command -options arguments

● EXAMPLE: ls

● EXAMPLE: cd /home/user1

● EXAMPLE: ls -la user1/Downloads

● EXAMPLE: ls -R

Shell and Syntax
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Creating FilesViewing Files

ls (list) → ls [flags] [filepath]

Flags:

-l (more detailed view)
-a (show all files and directories) 

touch → touch [flags] 

[filename/filepath]

[favorite text editor] [filename]

…many more for later…
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Commands You Would Find with a Right-Click

cp (copy) - cp [source] 
[destination]

rm (remove) - rm [flags] [filepath/filename]

Flags : 
-f or --force, do not prompt, only remove
-r or --recursive, remove content and subdirectories

mv (move) - mv [source] 
[destination]

mkdir (make directory) - mkdir [flags] 
[path/directory_name]

Flags: 
-p or --parent

cat (concatenate) - cat 
[filename]
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02
Linux Administration
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$PATH
$PATH

The directory search order for commands you call

echo $PATH

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/l
ocal/games:/snap/bin
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Aliases
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Strings n' Stuff
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NANO 

nano <filename>

very basic

installed by default mostly

CTRL+X to exit "Y" to save as 
same name
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VIM 

vim <filename>

extremely customizable 

sometimes not installed by default

:wq to close and save file

5 modes

can run commands in the editor

vimtutor to get started
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SED (streeeeeeeeeeems)

sed <script> <filename>

sed -i 's/pattern/replace/g' file.txt

Good for scripting out file changes

Can use Regex for pattern 
matches
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Moving Strings Around
● STDIN (Standard 

Input Stream) - 
takes strings as input
○ "<" – Redirects 

STDIN

● STDOUT (Standard Input Stream) - output 
strings from command
○ ">" – Redirects STDOUT

● Pipes - output of one 
command used for 
another. 
○ " | " → not an L
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File Permissions
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Linux File Permissions

4 2 1

22 21 20
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Convert to octal

rwxr-xr-x

Convert to rwx

644

Convert to octal

r-x-w---x

Convert to rwx

777



30

Changing File Permissions
chmod to change 
permissions

chown to change file 
owner
Ex:
chown user1:group1 <file>
chown root:root notes.txt
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Immutability

chattr +i <file>
Make file immutable

Check for immutable bit

lsattr <file>

Remove immutable bit

chattr -i <file>
this is an i
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User IDs and Group IDs

root = 0

services < 1000 users > 999
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sudo 
<command> su <user>

I am groot

sudo -i

sudo su

✨sudo <command>✨ su root

su -
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Adding Users

adduser useradd

less clunky

prompts for password

wrapper for useradd much less efficient

doesn't create home 
directories

manually set password
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Managing Users

Group Management

not group policy

groups users together

✨usermod✨

✨id✨
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passwd 
- passwd (changes for current user)
- passwd user2 (changes for user2)

chpasswd
- Can be used for automation
- echo "user2:password" | chpasswd
- Alternatively use the format above and finish with Ctrl + D

Password Management
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Processes
Program running on the computer

ps - List Processes

kill -9 <Process ID (PID)> - Kill process by ID

pgrep - Find PID from process name
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Process running in the background managed by the system

Services

systemctl

On most modern distros

Simple

systemctl start sshd

:)

service

Usually works if systemctl 
doesn't

Simple

service sshd status

:)

rc.d / init.d

Systems without systemd

Pain. Location may vary

/etc/init.d/sshd start

:(
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Debian-based

apt update

RHEL-based Other

Different Distros

apt upgrade

apt install

apt purge/remove

yum update

yum upgrade

yum install

yum remove/erase

suffering

apk

pacman

solaris
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● Man pages

● Find and grep command

● --help parameter

● less or more

● head or tail

● tmux

Get Some Help
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Prefix: ctrl + b

Windows
● New Window: prefix + c
● Switch between Windows: prefix + [number] OR (p)revious OR (n)ext
● Delete Window: prefix + &

Panes

● Split Horizontally: prefix + "
● Split Vertically: prefix + %
● Switch between panes: prefix + [arrow key]

Other

● New Session: tmux
● Detach: prefix + d
● Reattach: tmux + a
● Fullscreen: prefix + z

Tmux Cheatsheet
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Linux Tips & Tricks
● grep – Parse text using regular expressions
● cd - (“tack”) – Go to directory previously in
● cd ~ (tilde) – Go to user’s home directory
● Tab completion – Hit tab to autocomplete command
● Ctrl+L - clear terminal
● Ctrl+Shift+C and Ctrl+Shift+V – copy and paste into terminal (!CAUTION!)
● Ctrl+C – Kill running command
● Ctrl+R – Search command history
● Ctrl+U/Y – Cut everything before the cursor/Paste it back
● Home key/Ctrl+A, End Key/Ctrl+E – Go to beginning of line or end of line
● less – Different way to display contents of a file or command
● && and || – Run commands in sequence
● !! – Run previous command again
● yes – repeat input to answer prompts
● Alt+. – reuse recent arguments



Linux Security 

and 
Networking

03
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The Holy Square of User Management

/etc/shadow

/etc/passwd

/etc/sudoers

/etc/group
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/etc/passwd
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/etc/group

1: username 2: password 3: GID 4: Members of Group
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/etc/shadow

1: username 2: password hash
different algorithms

3: last changed time (epoch)
4: minimum days between password changes
5: maximum days password is valid
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/etc/sudoers
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What is PAM?

pluggable authentication module

manages authentication

common-auth (Debian)
system-auth and password-auth (RHEL) 
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common-auth
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https://docs.google.com/file/d/1YeugcYTf7128ixeg2o052uNkvuI0WsKb/preview
https://docs.google.com/file/d/1YeugcYTf7128ixeg2o052uNkvuI0WsKb/preview
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Random Linux 
Networking



NetworkManager
(And other similar services)

Manages network connections

Make sure it's running

NetworkManager, systemd-networkd



55

Network Connections
Get your own IP via ip/ipconfig/ifconfig

View via netstat (may need net-tools) or ss 
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NMAP
Quickly identify open ports
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04
Firewalls (but linux)
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Firewalls

Firewalls should operate with the Implicit Deny principle

More ports = larger attack surface

Block by default, allow by exception



59

IP Tables - Overview
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IP Tables - Filter Table

● INPUT 
● OUTPUT 
● FORWARD

3 Chains: Default Policy:
iptables --policy INPUT DROP
iptables --policy OUTPUT DROP
iptables --policy FORWARD DROP

List Rules:
iptables -L

Flush Rules:
iptables -F
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IP Tables - Filtering Revshell Example
Allow incoming on 80

iptables -A INPUT -p tcp --dport 80 -j ACCEPT

Drop incoming packets if they do not match a rule

iptables -P INPUT DROP

Allow outgoing responsive connections

iptables -A OUTPUT -p tcp -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

Drop outgoing packets if they do not match a rule

iptables -P OUTPUT DROP



https://docs.google.com/file/d/1P2wvJb10Y9sSCDED6nqfBcJSiWCiuq2a/preview
https://docs.google.com/file/d/1P2wvJb10Y9sSCDED6nqfBcJSiWCiuq2a/preview


Common Services



Services

Thats it lol

1

Agenda
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❏ Identify what a service is
❏ Identify services present on a system

❏ Identify common CCDC services
❏ Understand service methodology

❏ Install
❏ Troubleshoot

❏ Understand service security
❏ Configurations
❏ Triaging

Today's Objectives
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What is a Service?
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1. Background process running on a host - "Host Services"

2. A functionality served by the business - "Business Services"
○ Purpose

■ To users -- public facing

● SLAs

■ To business users -- internal

Not 1:1
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Example: Host Service

Windows Key + r ⇒ services.msc + enter
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Example: Host Service
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Business Service
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Example: Business Service
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Business Service

*This is not representative of Roblox's infrastructure at all, just a hypothetical diagram as an example
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How can you 
secure a service?



74

Threat Modelling

Mitigations

● Is there a configuration or 
patch that affects the 
attack's requirements?

● How can I cut the 
attacker's access?
○ Host level?
○ Network level?

● Can I isolate the impact?

Functionality

● What role does this service 

play in the business?

● How does this service work 

from a technical 

standpoint?

○ Ports?

○ Dependent services?

Identify Attacks

● What would impact the role 
of this service?
○ DOS?
○ Defacement?

● What impact does 
exploitation have to us?
○ Command Execution?
○ Information exposure?

● Requirements for the attack?
○ Network access?
○ (Un)authenticated?
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● We want the most impact for the least effort

● We are on a time crunch

● Example:

○ You have a remotely accessible database server with an 

unknown amount of databases and users
■ Option A: Audit the database, apply principle of least privilege 

■ Option B: Restrict ingress to a subnet

Is the Juice Worth the Squeeze?
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What Services 
Exist?
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● Traditional
○ Remote Access (SSH/RDP)

○ Web Server

○ Databases

○ LDAP

○ Mail Servers

○ File Servers

● "Other stuff" 
○ SAAS - Software as a Service

○ PAAS - Platform as a Service

○ Cloud Computing

○ etc.

Traditional 
Services
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In CCDC
● 10-30 Services

● 40% of Scoring

Relevant Services

● Web Servers & Applications

● File Shares

● Mail

● Remote Access

● Databases

● DNS

● Docker
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Functionally, examples

Lab Goals (For each service)

Installation & Configuration

What is it? Management

Threat Model each 
service

Security
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Remote Access

● SSH, RDP, VNC, WinRM

● Remote Access.. (crazy)

● TCP: 22, 3389, 5900, 5985/6
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● Share files (crazy x2)

● FTP, SMB*

● TCP: 21, 445

File Shares
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● Web Servers
○ IIS, Apache2, Nginx

● Applications
○ XAMPP, Flask, etc.

● Other Uses
○ Reverse Proxies, Load Balancers

● TCP: 80, 443

Web Servers & Applications
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Databases

● Store data (crazy x3)

● MySQL, MariaDB, PostgreSQL, MSSQL, Mongo, Cockroach
○ Yeah there's a lot

○ SQL is typically TCP:3306, except MSSQL
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Application to 
CCDC
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● "An IT competition, with some focus on security" - someone probably

● We know how to set up & manage a service? What next?
○ Know the threat model for each service

○ Is the juice worth the squeeze?

■ Configure a password policy vs. changing passwords

■ Configure HTTPS vs. changing application admin's password

■ Is it even scored?

● Block remote access ports

● Change all database passwords vs. firewalling it

● INVENTORY

Operating in CCDC
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Homework (Due 9/13 @5:00 AM)

https://jessh.zip/ccdcfallweek2hw

https://jessh.zip/ccdcfallweek2hw

