
CCDC Linux Week



Weekly Schedule
Date CPTC (10AM-12PM) CCDC (1PM-4PM)

Jul 11 Cyber Bootcamp Kickoff!

Jul 18 Intro to Pen Testing Business Week

Jul 25 Hacking Web Apps Introduction to Networking

Aug 1 Hacking Linux Securing Linux

Aug 8 Hacking Windows Securing Windows

Aug 15 Consulting Common Services

Aug 22-23 CPTC Tryouts (All day)

Aug 29-Sep 
12

CCDC Fall

Sep 20-21 CCDC Tryouts (1-5 PM)
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Adam Cheung | @adumb

IST Sysadmin Intern @ Esri

CCDC Co-Captain, Linux Lead 2026-2027
CCDC Linux Database 2025-2026

BS CS, Cyber Minor; MSIS 1st year
Sec+, Network+

slay da spire

whoami
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Anson Ng | @2 acc

Cybersecurity Intern @ Varda

CCDC Linux Lead 2025-2026
Taco Bell IT 2024-2025
NCAE Cyber Games Nationals 2024-2025

senior citizen student 

monkey brain

whoami
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whoami
Natalie Tran | @natworking

CD&E Intern

CCDC (Co-)Captain 2025-2026
CCDC Networking 2024-2025

4th year CS

frogs <3
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Linux Fundamentals01 02 Linux Administration

03 Linux Security 04 Networking & Firewall
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01
Linux Fundamentals
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● Not an operating system

○ Distributions or flavors of Linux

● Free & open-source kernel

● Built on Unix (unix-like)

What is 
Linux
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Applications

Shell

Kernel

Hard
ware
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Terminals
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Terminal Emulator

"Desktop" Version

"Server" Version
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Linux File System

● Everything can be categorized into a File, Directory, or Link
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Paths and Directories

Absolute Path Relative Path

Starts with / Starts with pwd (print 
working directory)

cd /home/user/Desktop/ cd ..

cd /var/www/html/ cd ~/Downloads

/etc/ssh/sshd_config var/www/html/

Examples

Traversing the File System

Current Directory

Use .
Previous Directory

Use ..
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root vs /root vs /

root user (uid 0) = admin

root (/) directory = start of file system

root user's home = /root
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command -options arguments

● EXAMPLE: ls

● EXAMPLE: cd /home/user1

● EXAMPLE: ls -la user1/Downloads

● EXAMPLE: iptables -L --line-numbers

Shell and Syntax
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Creating FilesListing Files

ls (list) → ls [flags] [filepath]

Flags:

-l (more detailed view)
-a (show all files and directories) 

touch → touch [flags] 

[filename/filepath]

[favorite text editor] [filename]
nano, vim, vi

…many more for later…
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Commands You Would Find with a Right-Click

cp (copy) - cp [source] 
[destination]

rm (remove) - rm [flags] [filepath/filename]

Flags : 
-f or --force, do not prompt, only remove
-r or --recursive, remove content and subdirectories

mv (move) - mv [source] 
[destination]

mkdir (make directory) - mkdir [flags] 
[path/directory_name]

Flags: 
-p or --parent

cat (concatenate) - cat 
[filename]
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02
Linux Administration
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Environment Variables
$PATH

env

An environment variable for the directory search order for commands you call

echo $PATH

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/l
ocal/games:/snap/bin

Command to list all currently set environment variables
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Aliases
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Strings n' Stuff
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NANO 

nano <filename>

very basic

installed by default mostly

CTRL+X to exit "Y" to save as 
same name
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VIM 

vim <filename>

extremely customizable 

sometimes not installed by default

:wq to close and save file

5 modes

can run commands in the editor

vimtutor to get started
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SED

sed <script> <filename>

sed -i 's/pattern/replace/g' file.txt

Good for scripting out file changes

Can use Regex for pattern 
matches
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AWK

awk <options> <script> <input> Good for filtering specific fields

Similar to running a for loop on 
each line

awk -F ',' '{print $2}' data.csv
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GREP

grep <options> "string to search for"
<file>

cat <file> | grep "string"

Good for finding strings in a file

Lots of options
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Moving Strings Around
● STDIN (Standard 

Input Stream) - 
takes strings as input

○ "<" – Redirects 
STDIN

● STDOUT (Standard Input Stream) - output 
strings from command

○ ">" – Redirects STDOUT

● Pipes - output of one 
command used for 
another. 

○ " | " → not an L
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● bash scripts can be run using:

./file_name Ex: ./my_script.sh

bash file_name Ex: bash my_script.sh

NOTE: ensure your file has the executable (x) permission!

● With a bash shell, you can use bash 
code in the command line!

for line in $(cat poem); 
do echo $line; done

Command line bash scripting
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Discuss among yourselves!
● What does the following command do?

cat /etc/passwd | grep -E ':(/bin/(bash|sh))$' | awk -F ':' 
'{print $1}' > users

● TIP: Separate the command into segments split by pipes → | and 
process each segment one by one!

Combining all the tools
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File Permissions
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Linux File Permissions

4 2 1

22 21 20
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Convert to octal

rwxr--r--

Convert to rwx

644

Convert to octal

r-x-w---x

Convert to rwx

755
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Changing File Permissions
chmod to change 
permissions

chown to change file 
owner
Ex:
chown user1:group1 <file>
chown root:root notes.txt
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Immutability

chattr +i <file>
Make file immutable

Check for immutable bit

lsattr <file>

Remove immutable bit

chattr -i <file>
this is an i
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sudo 
<command> su <user>

I am groot

sudo -i

sudo su

✨sudo <command>✨ su root

su -



37

Adding Users

adduser useradd

less clunky

prompts for password

wrapper for useradd much less efficient

doesn't create home 
directories

manually set password
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Managing Users

Group Management

not group policy

groups users together

✨usermod✨

✨id✨
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User IDs and Group IDs

root = 0

services < 1000 users > 999
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passwd 
- passwd (changes for current user)
- passwd user2 (changes for user2)

chpasswd
- Can be used for automation
- echo "user2:password" | chpasswd
- Alternatively use the format above and finish with Ctrl + D

Password Management
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Debian-based

apt update

RHEL-based Other

Different Distros

apt upgrade

apt install

apt purge/remove

yum update

yum upgrade

yum install

yum remove/erase

suffering

apk

pacman

solaris
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Process running in the background managed by the system

Services

systemctl

On most modern distros

Simple

systemctl start sshd

:)

service

Usually works if systemctl 
doesn't

Simple

service sshd status

:)

rc.d / init.d

Systems without systemd

Pain. Location may vary

/etc/init.d/sshd start

:(
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systemctl <action> <service>

service <service> <action>

● systemctl status httpd
● systemctl start ssh
● systemctl enable nginx

● service httpd status
● service ssh start
● service nginx enable

Services
Process running in the background managed by the system

status, start, enable, stop, disable, restart, mask
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Processes
Program running on the computer

ps - List Processes for this terminal
● Often use "ps aux" instead for ALL 

processes

kill -9 <Process ID (PID)> - Kill process by ID

pgrep - Find PID from process name
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● Man pages

● Find and grep command

● --help parameter

● less or more

● head or tail

● tmux

Get Some Help
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Prefix: ctrl + b

Windows
● New Window: prefix + c
● Switch between Windows: prefix + [number] OR (p)revious OR (n)ext
● Delete Window: prefix + &

Panes

● Split Horizontally: prefix + "
● Split Vertically: prefix + %
● Switch between panes: prefix + [arrow key]

Other

● New Session: tmux
● Detach: prefix + d
● Reattach: tmux + a
● Fullscreen: prefix + z

Tmux Cheatsheet
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Linux Shortcuts
● (ctrl + a) - go to the start of the command line
● (ctrl + e) - go to the end of the command line
● (ctrl + l) - clear screen
● (ctrl + left arrow) - go to the left most word
● (ctrl + right arrow) - go to the right most word
● (ctrl + r) - reverse search history based on typed letters
● (ctrl + p) - move back a command in history list
● (ctrl + n) - move forward a command in history list
● (ctrl + g) - exit reverse search mode
● (ctrl + u) - cut all text to left of cursor
● (ctrl + k) - cut all text to right of cursor
● (ctrl + w) - cut the word immediately preceding the cursor
● (Alt + d) - delete word after cursor
● (ctrl + y) - paste from clipboard (after cut)
● (!!) - repeat the last command
● (!$),(Alt + .) - insert the previous commands last argument



Linux Security 03
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The Holy Square of User Management

/etc/shadow

/etc/passwd

/etc/sudoers

/etc/group
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/etc/passwd
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/etc/group

1: username 2: password 3: GID 4: Members of Group
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/etc/shadow

1: username 2: password hash
different algorithms

3: last changed time (epoch)
4: minimum days between password changes
5: maximum days password is valid
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/etc/sudoers
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What is PAM?

pluggable authentication module

manages authentication

common-auth (Debian)
system-auth and password-auth (RHEL) 
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common-auth
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● Tasks that run at regular intervals
○ Every day/week/month at certain times

● Can be good or bad
○ Always check for weird scripts!
○ crontab -e
○ /etc/cron.d

● If you have no use for it…
○ Kill it!
○ systemctl stop, disable, mask

cronjobs
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04
Networking & Firewalls (but 
linux)



NetworkManager
(And other similar services)

Manages network connections

Make sure it's running (systemctl)

NetworkManager, systemd-networkd, netplan
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Network Connections
Get NIC info with "ip a", "ifconfig", or "ipconfig"

View connections via netstat (may need net-tools) or ss 
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NMAP
Quickly identify open ports on the network
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Firewalls

Firewalls should operate with the Implicit Deny principle

More ports = larger attack surface

Block by default, allow by exception
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iptables - Overview



63*be careful!!

iptables - Filter Table

● INPUT 
● OUTPUT 
● FORWARD

3 Chains: Default Policy*:
iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP

List Rules:
iptables -L --line-numbers

Flush Rules:
iptables -F
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iptables - Allowing HTTP Example
Allow incoming on 80

iptables -A INPUT -p tcp --dport 80 -j ACCEPT

Drop incoming packets if they do not match a rule

iptables -P INPUT DROP

Allow outgoing responsive connections

iptables -A OUTPUT -p tcp -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

Drop outgoing packets if they do not match a rule

iptables -P OUTPUT DROP
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05
Secret Lab Slide
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Homework !!

Due August 8th @ 5 AM PST
https://jessh.zip/2026ccdchw-4

https://jessh.zip/2026ccdchw-4


Thanks!
Any questions? Please ask questions; we are 
available to help :D



68

Networking HW Walkthrough

● There's different ways to set up IPs for 
Windows and Linux.

● This will cover using the GUI for both
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Things to Consider

Hostname IP Address Credentials
cd-su-router Part 1 admin:pfsense

cd-su-linux 192.168.1.12 user:bruh   root:bruh

cd-su-windows 192.168.1.19 Administrator:Password123

pod number
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Router Configuration

● The pfsense router's WAN is set to 172.16.255.1/16
● It needs to be set to 172.16.XX.1/16, where XX is the last two 

digits of the pod number
○ For this example, pod 1028 is used, so the WAN IP is 

172.16.28.1/16
● Configuring the IP:

○ Change interface IP: 2
○ Interface → WAN: 1
○ Follow the directions to enter the correct IP, subnet mask, 

default gateway, and other prompts
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Router Configuration
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Router Configuration
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● On the host (physical computer) go to the newly set WAN IP
○ Alternative: use the LAN IP (192.168.1.1) on the 

Linux/Windows VM to access the web configurator
● Sign in with the creds admin:pfsense
● Navigate to Firewall > Virtual IPs
● Edit the virtual IP address so that the third octet matches the 

new WAN's third octet
○ This will allow 1:1 NAT to work, all other NAT configurations 

were pre-made on the VM template
● Save and apply the change

Router Configuration
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Router Configuration
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Router Configuration
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Router Configuration
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Router Configuration
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Router Configuration
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Linux Network Configuration

● Navigate to wired connection icon (ethernet plug) > wired > 
wired settings

● Click on the gear icon of the wired connection
● On the IPv4 tab:

○ Select manual because it will allow you to set a static IP
○ IP: 192.168.1.12
○ Subnet mask: 255.255.255.0 (corresponds to /24)
○ Default gateway: 192.168.1.1 (LAN IP of the router)
○ DNS: it can be kept as automatic, which will resolve to the 

router's DNS server, or use a public DNS server
● Toggle the connection slider twice to apply changes
● Check the configuration by displaying the IP address
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Linux Network Configuration
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Linux Network Configuration
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Linux Network Configuration
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Linux Network Configuration

x2
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Windows Network Configuration

● Right click/two finger tap Start > run
● Enter ncpa.cpl to go to the network configuration
● Navigate to Ethernet > Properties > Internet Protocol Version 4 

> Properties
● Fill out the network information:

○ IP: 192.168.1.19
○ Subnet mask: autofill on click
○ Default gateway: 192.168.1.1
○ DNS: 192.168.1.1 (pfsense's DNS server) or a public DNS 

server
● Apply the changes
● Display the IP address to check the configuration
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Windows Network Configuration
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Windows Network Configuration
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Windows Network Configuration
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Windows Firewall
● Windows has ping/ICMP connections disabled, so it will not be 

pinged
● There are two workarounds:

○ Disable the firewall
■ Windows Defender Firewall > Turn firewall on/off > 

disable all profiles
○ Create a firewall rule to allow ICMP packets

■ Windows Defender Firewall with Advanced Security > 
Inbound rules > File and Printer Sharing (Echo Request 
- ICMPv4-In) > Enable rule
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Windows Firewall: Disable Profiles
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Windows Firewall: Enable ICMP
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Check 1:1 NAT
● On the host machine (physical computer), go to the terminal 

and ping the Linux and Windows machines
○ Use the external IPs by translating the 192.168.1.0/24 

network to the 172.16.XX.0/24 network
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Check 1:1 NAT


